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What means weak password?

passwords for: accounts, online services, credit/banking cards, ............

Test it: Typical answer:

 how many passwords do you keep? 2-3...0h wait: 5-6...hm...15-20?
 how random and how long are they? Not random, short

- are some of them equal or similar?  Sure, of course

 where do you keep or store them? On a piece of paper,

Post-it notes
Files (not encrypted) ...

Diagnose: you have a problem with weak passwords



The weak password problem:
chaos, criticality, and encrypted p-CAPTCHAS

.. mpipks

S. Flach, MPIPKS Dresden

work done jointly with T. Laptyeva and K. Kladko: arXiv:1103.6219

» goal and basic idea

 what is the problem?

* a bit on encrypting and hacking
« and what are CAPTCHAS ?

* implementation of basic idea

* iInstead of conclusions: reactions from a virtual world



goal:

develop a scheme which allows you to
« memorize a short weak password

* have protection of along strong password

basic idea:

* split along strong password into two parts:
short password SP + strong key SK

* memorize SP only

* encrypt SK with SP using CAPTCHA and phase transition



What is the problem with weak passwords?

e your data are hacked, stolen, destroyed

« companies make losses on identity fraud
(total annual cost 2006 in US about $55 billion)

Consequence: You are forced to memorize passwords which are:

e unguessable

e all different

* never written down

These requests become unreasonable and unmanagable




A bit on data encrypting and hacking

(o)
Symmetric data encryption: |
kET @

-

One password
Plaintext is correlated
Cipher Text is random-like

Hacking: * the hacker has all information except the password
* brute force method tries all passwords
* looks for correlations in decrypted candidate files




And what are CAPTCHAS?

._@ Q@J

Alan

test:
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And what CAPTCHAS?
nd what are S @APTCHA'

CAPTCHA:

Completely Automated Public Turing test to tell Computers and Humans Apart

S— % if 6,(\‘ SI{cee i)

Ereer both words bolon, sepawatod by a space
Can® rend e words beloss? Try Sf¥arert saorck or a0 sudo captiha

Lowenbeffi Yapdml

Sk of thesa? verly your st

Test i the Do l_




It takes about 1-10 seconds to perform a computer based CAPTCHA recognition

© Chespest CAPICHA bypass e oot by i - e e ™ - /5

File Edit View History Bookmarks Tools Help

@ - c L http:/fwww.deathbycaptcha.com/user/login T "l * | Google »
£ Most Visited P Getting Started Latest Headlines
Cheapest CAPTCHA bypass service — ..., = -
-

CAPTCHA ydtools

A Featured Software of the Month &

FASTEST DISCOUNT CAPTCHA SOLVERS

m

Home

. Last few minutes' average solving time: 15 sec
CAPTCHA Bypass done right 5 minutes ago: 15 sec
15 minutes ago: 14 sec

Don't let CAPTCHAS getin the way of your marketing goals! With Death by Captcha, you can bypass any (updated every minute)

CAPTCHA from any website. All you need to do is implement our API, pass us your CAPTCHAs and we'll

return the text It's that easy!
If you still don't have any marketing tools, check our Featured Software page to find the best marketing M

software ofthe web.

Death by Captcha Offers: Log In

s Anincredible low price of $1.39 for 1000 decoded CAPTCHAS. Username:
s Ahybrid system composed ofthe most advanced OCR system on the market, along with a 24/7 team
of CAPTCHA decoders.

* An average response time of 17 seconds, with an average accuracy rate of 85%. And you always only Forgot your password?

pay for correctly solved CAPTCHA

Password:

Supported API clients Updates

C PHP Python .NETC#&VB Java Perl Autolt3 iMacros Mar 16: AP Client version 4 released for NET, C, il

Done




Implementation of basic idea

1
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Phase transition

order parameter M = N Zfij Sign(uij)

temperature: here simply energy density

opertional point: close to transition

0.1 1.0 100 T 10 20 30 40 50 60




Phase transition

order parameter N = -+ Z’ij Sign(uij)

temperature: here simply energy density

opertional point: close to transition

0 1 |||||$ L 1 1ain
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0.1 100 T



Maximum return time and chaos

e consider an initial state image at time t=200

» define a suitable error function for blurring images

» use symplectic time reversible integrator (Verlet or leap-frog)
» stop at time t=T and return to t=200

» due to roundoff errors and chaos we do not return exactly

* measure blurring

* measure maximum Tm up to which recovering is possible

* measure largest Lyapunov coefficient: proportional to Tm



Imprint the strong key SK




Evolve forward in time up to the edge of chaos

Store the final state (coordinates, momenta) in two files:
F1 contains signs and all significant digits
F2 contains the rest

Encrypt F2 using short password!



Can we return back?

Decrypt F2 using short password

Glue F1 and F2 together to obtain the correct final dynamical state
Integrate backwards in time

Read the strong key SK!



Detune one oscillator coordinate by 0.000001




The scheme in a nutshell

Time of integration

Store the final state (coordinates, momenta) in two files:
F1 contains signs and all significant digits

F2 contains the rest

Encrypt F2 using short password!



Fast hacking of strong key impossible:
* via correlations — they are always large

« CAPTCHA recognition —too long even with SP



Reactions of a virtual world

) Scientists Develop New Method to Improve Passwords : crypto - Maaila Fireror e ™ || ) | o

ile Edit View History Bookmarks Tools Help
- c 2y |5 http/fwww.reddit.com/rfcrypto/comments/ghlu3/scientists_develop_new_method_to_improve_passwords/
| Most Visited o Getting Started = Latest Headlines

|| Sergej's World: web page of Sergej... % | 5 Scientists Develop New Method t... x| -+

\LL - RANDOM PICS - REDDIT.COM - FUNNY - POLITICS - GAMING - ASKREDDIT - WORLDNEWS - WVIDEOS - TAMA - TODAYILEARNED - FFFFFFFUUUUUUUUUUULY - TREES - ATHEISM - WTF - STARCRAFT - ADVICEANIMN  MORE =

CRYPTO | comments | related

want to join? register in seconds | English

Scientists Develop New Method to Improve Passwords (=izzhdet.or
submitted 1 day ago by cryptokey

10 comments share

all 10 comments

sorted by: best -
[-] sapiophile & points 1 day ago
Brilliant method, and very practical.

Cariginal arxiv paper here. {why link to the slashdot page?)

permalink

[-] skolor 1 point 21 hours ago

I'd say this adds little practical security over simply using a unigue salt for each user. We live in a day and age
where you can get CAPTCHAs cracked by a human in a developing country for under a penny. Some quick googling
turned up a result offering 50,000 CAPTCHAs cracked for $300.

While it is a cost, it isn't nearly insurmountable, it simply adds a fairly trivial additional cost onto the cracking
process.

permalink

[-] phyzome 2 points 1 day ago®

So, as I understand this... the user memorizes half of the password, and when they go to decrypt, a CAPTCHA is

produced showing the rest of the password. Automated attacks can't verify that a guessed first-half password is
correct without powerful OCR.

(What did "scientists" have to do with this, though? I see no scientific method or exploration of the laws of nature.)
permalink
(-] electronics-engineer = points 1 day =go
Happens all the time. Engineers design things, Scientists get the credit. Occasionally, just for variety, the media
gives credit to technicians for work done by engineers.

permalink parent

|search reddit

this post was submitted on 03 Apr 2011
3 points (63% like it)

7 up votes 4 down vote

shortlink: redd. it/ghlu3

D remember me recover password

crypto
1,840 readers

This subreddit is intended for links and
discussions surrounding the theory and
practice of strong cryptoaraphy, which lives at
an intersection of math, programming, and
computer science.

Other subreddits of interest:

» Codes and ciphers - for code cracking
challenges

Network security - the most common
practical use of crypto

» Web security - less crypto, but still
security

Computer security - local security

Feel free to messaae the moderators with 7

By - *3- Google =

»
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Reactions of a virtual world
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File Edit View History Bookmarks Tools Help
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85 comments share

this post was submitted on 03 Apr 2011
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[-] dybber 7 points 1 day ago shortlin
A friend of mine has a neat solution (for the user, not website owner) called RndPhrase (Firefox and Chrome
extension). Instead of sending the actual password that you typed into form field to the website, it sends a
password generated uniguely for that domain. Which can be arbitrarily large, making it very hard to guess. | || |
If a database of passwords is leaked, you only have to change your password at that site, even though you locally [ remember me recover passwerd
use the same password for many websites. And you can use a weak password locally, it will be transformed into a
hard to guess password for you.

Look at his own description here: https://github.com/brinch)/RndPhrase/wiki/ programming

permalink 338,410 readers
[-] bananahead 10 points 1 day ago* o o ; o A reddit for discussion and news about
Seems neat, but there are many similar utilities. See http://supergenpass.com/ which has been around at least a computer programming
decade. . . -

. o * Some seem to think this reddit is for

Personally, I prefer an encrypted password database like KeePass. Combine it with Dropbox and you have a free, "links that programmers might find
secure password system that is also accessible from multiple computers. interesting or funny”. No. It's for

programming links. Programming.
Programming. Programming.
[-] GuyDOnTheInterweb 1 point 22 hours age + Just because it has a computer in it
doesn't make it programming
permalink parent * /r/programming IS not a place to ask for
help, run polls, rant, demo your app
{unless your demo includes code or

permalink parent

LastPass. Or Firefox 4 sync

[-] dybber 1 point 9 hours ago
! " p P ! architecture discussion), or otherwise

E_xcelpt_ that you don't hawve to click a button or anything to use RndPhrase, they seem pretty similar. I like the use as a captive audience. For that try

simplicity. /rflearnprogramming or StackQverflow.

permalink parent i .

And if you're an all-star hacker {or even just

[-] NewMexicoKid -1 points 1 day ago beainni i i i
Transferring data from pixel.reddit.com... s Z0tEr0
e — ™

==



Reactions of a virtual world

@ Slashdot Search (20) - Morzilla Firefo: |l S

File Edit View History Bookmarks Tools Help
@ - c L http://it.slashdot.org/index2, plifhfilter=max+ planck L-;j*.:? v "lv Google »

£ Most Visited # Getting Started 5 Latest Headlines

| Sergej's World: web page of Sergej... = | [ Slashdot Search (20) |+ -

Slashdot Submit Story  Logln  Join

stories
) _ .. : Follow us: =
Slashdot is powered by your submissions, so send in your scoop Gl

recent

m

Ads by Google

popular Scientists Develop New Method To Improve Passwords

Posted by timothy on Sunday April 03, @09:34AM
from the start-thinking-of-random-things dept.

UNIFIED COMMU
SSL CERTIFICATES

ask slashdot

book reviews
An anonymous reader writes

games
dl "Scientists at Max-Planck-Institute for Physics of Complex Systems in Dresden, Germany have developed a novel method Mu|tip|e domain names
idle to improve password security. A strong long password is split in two parts. The first part is memorized by a human. The Unlimited T
yro second part is stored as a CAPTCHA-like image of a chaotic |attice system.” niimited server license
One incredible price
cloud Read the 104 comments ¥ captcha security cryptography
hardware FIND OUT MORE digi
2011 2010
linux
management Facebook Ads Could 'Out' Gay Users Recent Tags
mobile i
F1 Simulators Revealed government
science
2 rivac
security Tool Use By Humans Pushed Back By 800,000 Years PIRECY
usa
storage Comcast Customers Urged To Opt-Out of Settlement
yro
New Ancient Human Identified 8 -

Daone zotero




Reactions of a virtual world

1103621 ToverSeu
Ele Edt View Higtory Bookmarks Iools Help
D C X AP mpsivitecomsenchig=1103620

5 Most Visted @ GettngStrted 5, Latest Hesdines

% | % 1103.6219 - Twi x -

New to Twitter?
Easy, free, and istant updat
Get access to the information that

Top Trending Topics Realtime results for 1103.6219 Sign Up »

robersv RT @;_omar
contrasedias, muy st

Discover Twitter

Find out how some of your

favorte people use Twiter
J_omana Nuevo esquema para fortalecer las contrasefias, muy

sencillo y efectno h

delicious.com)

ska_aus_pd [11036215)The weak password oo chacs
Beastie B crticalty. and encrypted pCAPTCHAS: hitp /b odl (va

5ankoB408 [1103,6219] The weak password probiem: chaos

Search tip crticality, and encrypted p-CAPTCHAS

Use 10 1 tweets wih » postve

atttude. Exampie nove | wi fnd tweels

containig “movie” wih 8 postve situde. TRuncevskiRT @maxpianckprss: Sieniss dowop new met
to imprave passwords #maxplanck http:/lanl anxv.org/abs/1103.62

haruyama [1103.5218] The weak password probom: chaos
NG bayees 1106219 The wask passwo

(@) Gadgets - Wsl.com: Great Timing: Scientists Fine Tune Two-Part.
Ele Edit View History Bookmarks Tools Help

(¢ = C X & (B hpre gadgets/2011/04/03/d8205/g 9

£ Most Visited 4 Getting Started 5 Latest Headlines

% WSJcom MaketWatch PARRONS — AlThingsDigital  SmatMoney M

THE WALL STREET JOURNAL.

Today's Paper = Columns = Blogs * Topics = Journal Communi
Home ~World Europe UK. = Business Markets Market Data Life& Style ~ Opinion ~ [tech v |

Business Technology  Internet  Gadgets & Games  Telecom - Columns & Blogs = What They Know

powere by () st
Great Timing: Scientists Fine Tune
Two-Part Method for Password Protection

VISIT WSJ.COM'S PERSONAL TECHNOLOGY NEWS b

[Blip]

(Posted on Gizmado at Sun, Apr 03, 2011 3t 07:00PN)

Scientists at Max-Planck-Institute for Physics of Complex Systems recently published a paper describing
atwo-part method ta imprave password security. More » (visit source article)

SPONSRED LINKS

Bad Credit Loans
$1,500 in One Hour No Credit Checks No Collateral Required. Apply Now!
www. 1HourAdvance com

Transferring data from in getelicky.com

8 CompetesCotha o B ORI B e e o ™

)
D C X 2 | bodedepe: emscom T O et cpch-eb b v 8-l

PYSTNT T rr g ——

Doppeltes Captcha soll Brute Force J@W@@DOO [yrm
verhindern

) rowce s

LETZTEN BEITRAGE

- Mit SuperFlat
Internet

KATEGORIEN

ort generiert. Da der Capicha quasi

@) Passwort - Captcha s0ll Bute Forea erndern - Winfuture ae
Ele £t Yiew Higtory Bookmarks Iooks Help

DG X A % hpmintutuedeinews 406l 5]

£ Most Visited @ Getting Started . Latest Headlines

g6 % | % Passwort + x

EURSS | B Forum | (3 Twitter | ] Facebook [ O]

m WinFuture

WinFuture » News » Internet » Sicherh

envoccrn M ecisucnen SIS

» Datenschutz » Passwort + Captcha soll Brute Force verhindern

Startseite Datenschutz

News suchen

04.04201110:41  Neueste Downloads.

Passwort + Captcha soll Brute Force verhindern » AVG Free Antivirus 10.0.132
Virenscannes

Downloads

@ zuei Forscher haben einen neuen Vorschiag

unterbretet, wie Logns fur verschiedene
Heveste Oownlosds B¢ Wab-angebote oder auch andere Anwendungen
Beliebts Downloads mit Passwort-Schutz effekti gegen Brute-Force
Attacken geschutzt werden konnen.

» Skype 5.3.0.108 - Online-Kommunikation

» Opera 11.10RC1 - Browser

Mehr Downloads
Videos « Google-Anzeige 9

ST Windows 7 Reparieren

Uniblue.com/RegistryBooster Populare Suchbegriffe
RegistryBooster: Absturze vermeiden und Systemieistung

verbessern Android hrome  Firt
Viele Angreifer verschaffen sich aktuel Zugang, in dem sie die  Iphone 4

Passworter entschiusseln, indem sie einen Rechrier die moghichen i

= Vanationen durchprobieren lassen. OR eriexchtem die Anwender 00
Windows 7 Special » gie Attacke, indem sie unschere Passwarter verwenden. Aber
Screenshots + 3uch bessere Kombin: und
Sierscutnan 13soun o o WSt oh e Rkl o ey Mewsletter
WisFuture Cloud-Cluster mit vertretbarem Zeitaufwand knacken,

Updste Pack




NS aa R o e s o S

Ele fde Yiew Higtory fookmaks Jook bep

Reactions of a virtual world  ‘=eom== p

Obsabuje Security - News

ek password probien: B G, S EHryo1ed 7 CABTER sy
Ele £St Yiew Matory Bockmerts Lok bep

C X A L repsimmcyberdefemenetpe1005 5]

Security - News

£ Most Visited @9 Getting Started . Latest Headines.

Sogey— x

ovat slabiny piihlasovani heslem

Samotné piihladent bude rozddlenc do dvou Edsti, v prvni uZivatel poulije zapamatovateinou Edst hesla Kasickou cestou, v druhé (tu s pamatuje strinka

do keré se utivatel phihiaduje) bude fungovat jakisi ,zasifrovana” dynamicka CAPTCHA, Viz komentaf &

Inou cestou jdou autof dokumentu ore ¢ fs, chiés vyusit HW token.
Zaroj: bt Nand arxiv ¢
Autor: JP
e android s Heuristické vyhledini souvisejicich élinki v archivu NEWS

apple attacks

cryptography Cyber
attacks serense ema
facebook firefox

ail os0= gOOGIE
hardware healthcare

TCHArec

(@) Net boffins plot passwerd altematives « The Register - Mazilla Firefax =
File Edit View Higtory Bookmarks Iools Help

D C 42 | A http://ewtheregister.co.uk/2011/04/04/ password_altematives/ P

£ Most Visited 4@ Getting Started 5 Latest Headlines
|| Sergej's World: web page of Sergej .. % | A Net boffins plot password alterna... x | + -
Login| Sign up \Whitepapers | Reg Hardware | Channel Reg =

@ Passwont « Captha soll Brute Forea verhi irefor s E
Ehe b oYoow) Hatowy, Roskmars Josk Lelp a Hardware Software Music & Media Networks Security Public Sector Business Science Odds & Sods
B C o~ I * 1 - Crime  Malware  EmcerpriseSecurty  Spam 1D
£ MostViited @ Getting Staed , Ltest Headines
Sengejs Workd: web page of Setgejm .| 255 Passwort + Captcha soll Bute For... X | 4 - | Live @ Webcast April20* | dpmosr | Spmces |

"
Cnimsoft

Prevention is better than cure

Ensuring IT services stay fit and healthy with proactive monitoring

[l print [B] Postcomment [ Retweet [ Facebook aert |
) [EEETE] MOST COMMENTED
Net boffins plot passwerd alternatives
CAPTCHAS, split slogans and authenticated tokens ® Zuckerberg admits fallibility over Gmail block
By John Leyden - Get more from this author = WiFi security befuddles clueless home users
Posted in 1D, 4th Apri 2011 15.59 GMT = Self-erasing flash drives destroy court
evidence
Computer scientists are looking to develop a more secure alternative to passwords for = Stephen Fry security whoopsie leads to prank
website sign-ons and other functions. fart book order
rahlenhysterien Fra n > = Microsoft: IE9's web privacy hole? A feature,
ropa Ausiand Most users have scores of online accounts and, human nature being human nature, often not a bug

choose easy-to-remember passwords. Using the same password on multiple sites is also a

FORTV SERIEN: CEDE.CH! common problem. Most sites are sensible enough 1o store passwords as hashes. But if

- WE oFun riofrel Oe these hashes are exposed via a website vulnerabiltty, then the Use of rainbow tables readily  S19M UP. $ign up for The Register's weekly IT
pnFuture New st Aus i de beste security newsletter - click her:
- exposed passwords based on dictionary words. That's bad enough on its own but gets even
Passwort + Captcha soll Brute Force verhindern * worse if a user utilities the same password for social networking as he or she does on more
" sensitive profiles. such as webmail or e-banking accounts. EVER WANTED TO BE AN Al COMBAT _ ladl

Zuwei Forscher haben einen neuen Vorschlag unterbreitet, wie Logins fiir mebility T
verschiedene Web-Angebote oder auch andere Anwendungen mit Passwort 7 <
Schutz effektiv gegen Brute-Force-Attacken geschiitzt werde. ’3

Immer das richtige Auto -

Done




Reactions of a virtual world

Featured on more than 180 web sites including
rambler.ru , mail.ru, yandex.ru etc




_T-.

(@) Pikachu - Wikipedia, the free encyclopedia - Mozilla Firefox =l

File Edit View History Bookmarks Tools Help

' P P N 0 -
g - 72y | W http://enwikipedia.org/wiki/Pikachu iy 7 | |29~ Google p=
£ Most Visited ’ Getting Started 5. Latest Headlines

W' Pikachu - Wikipedia, the free encyclo...| -+
& Login/create account

m

Article Discussion Read View source View history Q
WikipEpiA  Pikachu s ©
The Free Encyclopedia From Wikipedia, the free encyclopedia
Main page Not fo be confused with Picacho or Pika.
Contents Pikachu (F71F277 Pikachi’®)is one of the species of Pokéman creatures from the Pokémon media franchise—a callection of video games, ]
Featured content anime, manga, books, trading cards, and other media created by Satoshi Tajir. As do all Pokémon. Pikachu fight other Pokémon in battles Pikachu
Current events central to the anime, manga, and games of the series "’ Pikachu is among the most recognizable Pokémon, largely because a Pikachu is a
Random article central character in the Pokémon anime series. Pikachu is widely considered the most popular Pokémon, ! is regarded as the official
Donate to Wikipedia mascot of the Pokémon franchise, and has become an icon of Japanese culture in recent years.
~ Interaction Within the world of the Pokémon franchise, Pikachu are often found in houses, forests,”® plains, and occasionally near mountains, islands,
Help and electrical sources (such as power plants), on most continents throughout the fictional world. As an Electric-type Pokémon, Pikachu can
About Wikipedia store electricity in its cheeks and release it in lightning-based attacks !

Community portal

Recent changes Contents [hide]

~antart Wikinadia 1 Concept and creation




