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What means weak password?

passwords for: accounts, online services, credit/banking cards, ............

Test it: Typical answer:

Ahow many passwords do you keep? 2-3...0h wait: 5-6...hm...15-207?
Ahow random and how long are they? Not random, short

Aare some of them equal or similar?  Sure, of course

Awhere do you keep or store them? On a piece of paper,
Post-it notes
Files (not encrypted) ...

Diagnose: you have a problem with weak passwords



The weak password problem:
chaos, criticality, and encrypted p-CAPTCHAS

.. mpipks

S. Flach, MPIPKS Dresden

work done jointly with T. Laptyeva and K. Kladko: arXiv:1103.6219

Agoal and basic idea

Awhat is the problem?

Aa bit on encrypting and hacking
Aand what are CAPTCHASs ?
Aimplementation of basic idea

Ainstead of conclusions: reactions from a virtual world



goal:
develop a scheme which allows you to
Amemorize a short weak password

Ahave protection of along strong password

basic idea:

Asplit along strong password into two parts:
short password SP + strong key SK

Amemorize SP only

Aencrypt SK with SP using CAPTCHA and phase transition



What is the problem with weak passwords?

Ayour data are hacked, stolen, destroyed

Acompanies make losses on identity fraud
(total annual cost 2006 in US about $55 billion)

Consequence: You are forced to memorize passwords which are:

Aunguessable

Aall different

Anever written down

These requests become unreasonable and unmanagable




A bit on data encrypting and hacking

(o)
Symmetric data encryption: |
kET @

-

One password
Plaintext is correlated
Cipher Text is random-like

Hacking: Athe hacker has all information except the password
Abrute force method tries all passwords
Alooks for correlations in decrypted candidate files




And what are CAPTCHAS?
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And what CAPTCHAS?
nd what are S @APTCHA'

CAPTCHA:

Completely Automated Public Turing test to tell Computers and Humans Apart
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It takes about 1-10 seconds to perform a computer based CAPTCHA recognition

© Chespest CAPICHA bypass e oot by i - e e ™ - /5

File Edit View History Bookmarks Tools Help

@ - c L http:/fwww.deathbycaptcha.com/user/login T "l * | Google »
£ Most Visited P Getting Started Latest Headlines
Cheapest CAPTCHA bypass service — ..., = -
-

CAPTCHA ydtools

A Featured Software of the Month &

FASTEST DISCOUNT CAPTCHA SOLVERS

m

Home

. Last few minutes' average solving time: 15 sec
CAPTCHA Bypass done right 5 minutes ago: 15 sec
15 minutes ago: 14 sec

Don't let CAPTCHAS getin the way of your marketing goals! With Death by Captcha, you can bypass any (updated every minute)

CAPTCHA from any website. All you need to do is implement our API, pass us your CAPTCHAs and we'll

return the text It's that easy!
If you still don't have any marketing tools, check our Featured Software page to find the best marketing M

software ofthe web.

Death by Captcha Offers: Log In

s Anincredible low price of $1.39 for 1000 decoded CAPTCHAS. Username:
s Ahybrid system composed ofthe most advanced OCR system on the market, along with a 24/7 team
of CAPTCHA decoders.

* An average response time of 17 seconds, with an average accuracy rate of 85%. And you always only Forgot your password?

pay for correctly solved CAPTCHA

Password:

Supported API clients Updates

C PHP Python .NETC#&VB Java Perl Autolt3 iMacros Mar 16: AP Client version 4 released for NET, C, il

Done




Implementation of basic idea
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Phase transition

order parameter M = N Zfij Sign(uij)

temperature: here simply energy density

opertional point: close to transition
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Phase transition

order parameter N = -+ Z’ij Sign(uij)

temperature: here simply energy density

opertional point: close to transition
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Maximum return time and chaos

Aconsider an initial state image at time t=200

Adefine a suitable error function for blurring images

Ause symplectic time reversible integrator (Verlet or leap-frog)
Astop at time t=T and return to t=200

Adue to roundoff errors and chaos we do not return exactly
Ameasure blurring

Ameasure maximum Tm up to which recovering is possible

Ameasure largest Lyapunov coefficient: proportional to Tm



Imprint the strong key SK




Evolve forward in time up to the edge of chaos

Store the final state (coordinates, momenta) in two files:
F1 contains signs and all significant digits
F2 contains the rest

Encrypt F2 using short password!



Can we return back?

Decrypt F2 using short password

Glue F1 and F2 together to obtain the correct final dynamical state
Integrate backwards in time

Read the strong key SK!



Detune one oscillator coordinate by 0.000001




The scheme in a nutshell

Time of integration

Store the final state (coordinates, momenta) in two files:
F1 contains signs and all significant digits

F2 contains the rest

Encrypt F2 using short password!



Fast hacking of strong key impossible:
Avia correlations 7 they are always large

ACAPTCHA recognition i too long even with SP



Reactions of a virtual world
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submitted 1 day ago by cryptokey

10 comments share

all 10 comments

sorted by: best -
[-] sapiophile & points 1 day ago
Brilliant method, and very practical.

Cariginal arxiv paper here. {why link to the slashdot page?)

permalink

[-] skolor 1 point 21 hours ago

I'd say this adds little practical security over simply using a unigue salt for each user. We live in a day and age
where you can get CAPTCHAs cracked by a human in a developing country for under a penny. Some quick googling
turned up a result offering 50,000 CAPTCHAs cracked for $300.

While it is a cost, it isn't nearly insurmountable, it simply adds a fairly trivial additional cost onto the cracking
process.

permalink

[-] phyzome 2 points 1 day ago®

So, as I understand this... the user memorizes half of the password, and when they go to decrypt, a CAPTCHA is

produced showing the rest of the password. Automated attacks can't verify that a guessed first-half password is
correct without powerful OCR.

(What did "scientists" have to do with this, though? I see no scientific method or exploration of the laws of nature.)
permalink
(-] electronics-engineer = points 1 day =go
Happens all the time. Engineers design things, Scientists get the credit. Occasionally, just for variety, the media
gives credit to technicians for work done by engineers.
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